Y SCHOOL DISTRICT

Position Title: IT Network Security Specialist PCN:

Department/School: Information Technology Location/ [3999 Bridge View Drive
Address:

Reports to(Title Executive Director of Network Operations / Cyber Security | Work 730 am o 400  pm

only): Hours P

Salary/Position

Category: [ Non-Certified Administrator ~ [] Certified Administrator ~ [_] Non-Exempt Hourly ~ [] Teacher

Position type/ Grade cail

iti 240
(to be completed by Position #

HR) of days
Travel Required No FLSA (W] Exempt
Status ] Non-exempt

Job Description

JOB PURPOSE/REASON:

This position focuses on assisting with the implementation, monitoring, and maintenance of security protocols to protect our network
infrastructure and sensitive data. The ideal candidate will possess a foundational understanding of network security and demonstrate
strong problem-solving skills, adaptability, and a willingness to learn. Employee performs moderately complex work with general
independence, and more difficult work under direct guidance and supervisor.

REQUIRED QUALIFICATIONS:
EDUCATION: [H] High School Diploma or Equivalent  [] Associate’s Degree [ ] Bachelor’s Degree
[ ] Master’s Degree [ ] Other

EXPERIENCE & TRAINING:

- Three (3)+ years comparable experience in IT, with some exposure to network security preferred

- Working knowledge of maintenance techniques, equipment and tools related to general IT network equipment
- Basic understanding of networking concepts (e.g., IP addressing, subnetting, DNS, etc.).

- Familiarity with security tools such as firewalls, antivirus software, and network monitoring systems.
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LICENSING/CERTIFICATION:

Valid Drivers license
Cisco Certified Network Associate (CCNA) or similar networking certification or degree.

OTHER SKILLS/REQUIREMENTS:

- Excellent Customer Service skills

- Strong analytical and troubleshooting skills

- General knowledge of IP addressing, subnetting and basic IP configurations

- Attention to Detail: Ability to maintain high standards of accuracy in network monitoring and documentation.

- Problem-Solving Skills: Demonstrates critical thinking in troubleshooting and responding to security incidents.

- Adaptability and Willingness to Learn: Stays up-to-date on security practices and policies relevant to K-12 environments.

PREFERRED QUALIFICATIONS:
- Vocational/Technical training

- Attention to detail; strong interpersonal skills; oral communication skills and experience working in a team-oriented, collaborative
environment

SUPERVISION RESPONSIBILITY (IF APPLICABLE):
Direct Reports: 0 # of non-exempt/classified # of exempt/administrators/teachers

0
Indirect Reports: 0 # of non-exempt/classified 0__# of exempt/administrators/teachers

PRIMARY POSITION RESPONSIBILITIES:

- Completion of Customer Support Tickets as assigned by supervisor

- Network Monitoring and Incident Response

Assist in monitoring network activity for security breaches or irregularities.

Respond to alerts and assist in investigating security incidents under the guidance of senior team members.
Escalate complex incidents to senior technicians or the Network Security Manager as needed.

- Security Administration

Support in implementing security measures, including firewalls, antivirus systems, and intrusion detection/prevention systems.
Apply access control policies, user permissions, and other security configurations to maintain a secure environment.
Document and maintain security configurations, logs, and other records for audit and compliance purposes.

- User Education and Support

Collaborate with the IT team to provide basic cybersecurity training to end-users, focusing on safe email practices, password
management, and phishing awareness.

Assist in creating resources and materials for user awareness programs to support the district’s cybersecurity posture.

- Vulnerability Management
Support senior team members in conducting routine vulnerability scans and patch management processes.
Assist with the evaluation and implementation of updates, patches, and security enhancements to maintain up-to-date defenses.

- Compliance and Documentation

Maintain documentation of security processes, configurations, and incident reports.

Ensure adherence to district policies, state, and federal regulations such as FERPA and CIPA.

Participate in ongoing professional development to stay current on cybersecurity trends and regulatory changes impacting educational
institutions.
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PRIMARY POSITION RESPONSIBILITIES, CONTINUED:

SECONDARY POSITION RESPONSIBILITIES

- Provide technical assistance to end users

- Follow established safety procedures

- Communicate with CCSD personnel, IT staff and outside vendors regarding specific projects via email, telephone and through district
work order system

- Perform other duties assigned by the Executive Director of Network Operations or other CCSD administrative staff

PHYSICAL/MENTAL REQUIREMENTS:

- Sitting for extended periods of time

- Dexterity of hands and fingers to operate a computer keyboard, mouse, power tools and to handle other communications/computer
components

- Lifting and transporting of heavy objects, such as telecommunications equipment and peripherals

NOTE: The above is intended to describe the general content of and requirements for the performance of this job. It is not to be
construed as an exhaustive statement of essential functions, responsibilities or requirements. This job description must not be
misconstrued as a promise of employment, nor deemed as an employment contract.

Department Head Thomas Nawrocki Date 11/4/2024
Associate/Chief/Executive Date

Director

Superintendent (if applicable) Date

Human Resources Date
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