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COLONIAL HEIGHTS PUBLIC SCHOOLS
POSITION DESCRIPTION SUMMARY

TITLE: NETWORK ADMINISTRATOR

QUALIFICATIONS:

Certification preferred:

CompTIA Net+, Cisco CCNA or CCNP, any Extreme Switching of Fabric certifications, 
or other approved certification.
Three years prior experience in a network administration position.
Bachelor’s Degree is required, preferably with coursework in computer science, computer 
information systems, information technology, or the equivalent.  Additional three years of 
relevant IT experience, beyond the three years mentioned above, may be substituted for the 
degree.

Virginia Driver’s License Required

REPORTS TO: Director of Information Technology

SUPERVISES: No direct supervision, but the position regularly coordinates 
technology projects that involve other staff

JOB GOALS:
Provides leadership and support to our educational mission by engineering, administering, 
installing, configuring, upgrading, and maintaining the network systems and related 
infrastructure associated with the school division’s WAN, school LANs and IP security 
camera system.

PERFORMANCE RESPONSIBILITIES:

1. Engineers, administers, installs, configures, upgrades, and maintains LAN, WAN,  
wireless equipment, associated servers, systems, and software, and keeps network 
systems operational. This includes firewall, DHCP, DNS, VPN, 802.1x controls, 
network security and web-content filter.

2. Responds to network support requests.  Enters  tickets into the work order system, 
follows-up on outstanding tickets, and closes tickets upon successful completion of 
the request.

3. Supports email administration for the school division, specifically regarding 
troubleshooting and security.
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4. Develops and maintains accurate, complete, and up-to-date documentation related 
to network systems, and maintains network maps and diagrams of all sites.

5. Coordinates development and measurement of network benchmark standards.
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6. Configures and maintains best practice security policy and procedures to protect the 
network, and safeguard computer systems from unauthorized entry and malice.  

7. Regularly reports the results of security audits to the Director of Information 
Technology.

8. Configures, manages, and closely monitors data backup operations and systems.
9. Ensures all network systems are maintained with current software and firmware 

versions and updates, according to what the platform is capable of supporting, while 
adhering to software licensure compliance.

10. Reads technical journals and/or manuals, attends vendor seminars and appropriate 
professional development workshops to learn about the administration of network 
systems, and to evaluate emerging technology and enterprise trends.

11. Engages in ongoing professional development related to information technology in 
order to upgrade skills and knowledge.

12. Refers when appropriate, hardware issues to the Systems Administrators, initial 
troubleshooting to the Technology Support Specialists, and policy/management 
issues to the Director of Information Technology.

13. Performs technology needs analysis and evaluates, tests, and recommends 
appropriate technology for use in the educational environment, and reports 
recommendations to the Director of Information Technology.

14. Makes budget recommendations to the Director of Information Technology.
15. Regularly reports back to the Director of Information Technology on performance 

responsibilities.
16. Works as a team player with technology support staff and other personnel, and 

provides technical advice necessary to assist teachers and staff with using and 
supporting technology.

17. Assists with planning, developing and implementing technology training for staff 
related to computer systems and the network.

18. Other duties as assigned.

PHYSICAL REQUIREMENTS:
Lifting and moving of computers and other equipment is required, and travel to and from 
the five city schools

TERMS OF EMPLOYMENT:
12 month annual contract, Technology Network Administrator Salary Scale, as approved 
by School Board.
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EVALUATION: Performances of this job will be evaluated in accordance with 
provision of the School Board’s policy on Evaluation of Personnel.


